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OIPEAEJIEHUS

B HacTosAIEM JOKYMEHTE UCIIOIb3YIOTCS ClIeAyIOlIHe TEPMHHBI H UX ONpe/ieeHusl.
ABTOMATH3HPOBaHHAasl CHCTeMa — CHCTEMa, COCTOSIIAs U3 NepPCOHaa H KOMIUIeKca
CPeCTB aBTOMATH3allMH €ro JAesTeJbHOCTH, pealu3yrolias WHPOPMAIMOHHYIO TeX-
HOJIOTHIO BBIIIOJTHEHHS YCTAHOBJICHHBIX QyHKIIHIA.

AyTeHTH)HKALNHS OTNPABHTEJS JAHHBIX — TOATBEP)KAEHHE TOTO, 4YTO OT-
TMPaBHUTEJTb OJTyYEHHbIX JaHHbIX COOTBETCTBYET 3asBIIEHHOMY.

Be3onacHOCTh MNMEpPCOHAJBHBIX [JAaHHBIX — COCTOSHHE 3allMIIEHHOCTH Iepco-
HAJIBHBIX JAHHBIX, XapaKTepu3yeMmoe CIIOCOOHOCTBIO IMOJb30BaTeNel, TeXHHYeCKHX
CpeAcTB U MHPOPMALIMOHHBIX TEXHOJOIHH obOecrneyuTh KOH()UASHLHAIBHOCTD, Iie-
JIOCTHOCTh M JIOCTYITHOCTH IEPCOHAIIBHBIX HAHHBIX IpH MX 00paGoTke B MHPOpMa-
LIHOHHBIX CHCTeMaX MepCOHAJIBHBIX JaHHBIX.

BHoMeTpHYeCKHe NepPCOHAJIbHbIe JaHHbIEe — CBEIEHUS, KOTOPhIE XapaKTepU3yIOT
¢bu3HONIOrHYeCKHe OCOOEHHOCTH YeJIOBEeKa U Ha OCHOBE KOTOPBIX MOXXHO YCTaHOBHTH
€ro JMYHOCTh, BKIOYas (ororpaduu, oTnedaTku maibles, o0pa3 ceTdyaTKH IJasa,
0COOEHHOCTH CTPOEHHS Tejla ¥ APYTyIO MOA00HYI0 HHYOPMALHIO.

BioKHpOBaHHE NMEPCOHAJBHBIX JaHHBIX — BpeMEHHOe IpeKpalleHue cbopa, cHc-
TeMaTH3alliH, HAKOIUIEHHs, UCIIOJIb30BaHUs, paclipoCTpaHeH s, IIepCOHAIBHBIX JaH-
HBIX, B TOM YHCJIe UX NepeadH.

Bupyc (koMnbOTepHBIi, IPOrpaMMHBIi) — UCIIOTHAEMBIN ITPOrPaMMHBIH KO HIIH
HHTEpIpeTHpyeMblii HabOp HMHCTpyKuMii, oOiajalomuii cBoiicTBaMH  He-
CaHKIMOHHPOBAHHOIO PacIpOCTPaHEeHHUs ¥ caMoBocnpousBenenus. Co3naHHsle Xy6-
JIMKaThl KOMITBIOTEPHOTO BHpyCa He BCerja COBNANAlOT C OPHUIHHAIOM, HO CO-
XPaHAIOT CHOCOOHOCTh K JaNbHEHIeMy paclpOCTPaHEHHIO M CaMOBOCIIPOH3BeEJle-
HHIO.

BpenoHocHasi mporpamMma — Iporpamma, npefHa3sHayeHHas Uil OCYIIeCTBICHHUS
HECaHKIHOHUPOBAaHHOIO JOCTyNa X (WIM) BO3[AeHCTBHS Ha IepCOHAJIbHBIE JaHHBIE
WA pecypchl HHPOPMALIMOHHON CUCTEMBI IIEPCOHAIIBHBIX JIaHHBIX.
Bcenomorare/ibHble TEXHHYECKHE CPEACTBA H CHCTeMbl — TEXHUYECKUE CPEICTBA H
CHCTEMEI, He MpeJHa3Ha4YeHHbIe JJIA Nepefaqd, o0paboTKH M XpaHEHHs NEepCOHANb-
HBIX JAHHBIX, YCTAHABJIIMBaeMble COBMECTHO C TEXHUYECKHMH CpEJICTBAMHM M CHCTe-
MaMH, IpeaHa3sHa4YeHHBIMH I 00paboTKH MepCcOHANbHBIX JAaHHBIX WIHM B IIOMEIIE-
HHSX, B KOTOPBIX YCTAHOBJIEHBI HHYOPMALIMOHHBIE CHCTEMBI IEPCOHATIBHBIX JaHHBIX.
JlocTyn B onmepaliHOHHYIO cpeay KomnbloTepa (MH(GOPMAIMOHHONW CHCTEMBI IEp-
COHAJIBHBIX JAaHHBIX) — IOJIyYeHHEe BO3MOXKHOCTH 3aIlyCKa Ha BBINIOJIHEHHE IITATHBIX
KOMaHJ, (QYHKIHi, MpoLeayp ONepalMOHHON CHCTeMbl (YHHYTOXEHHMs, KOIIHPOBa-
HHS, TIEpEMEILEeHHS U T.I1.), HCIIOIHAEMBIX (paiiioB NPUKJIaAHBIX POrPaMM.

Hoctyn Kk HHG(OPMALHH — BO3MOXHOCTH IOJNydeHHs HHPOpPMAaLlMH H €e HC-
II0JIb30BaHMS.

3akiago4uHOe YCTPOHCTBO — 3JIEMEHT CPEe/ICTBA CheMa MH(OPMAIMH, CKPEITHO BHE-
ApseMBlii (3aKia/bIBaeMblii HIH BHOCHMEII) B MeCTa BO3MOXHOIO cheMa MH(pOpMa-
M (B TOM YHCJIEe B OrpaXXIeHHe, KOHCTPYKIHIO, 060py10BaHHE, IPEAMETEI HHTEPb-
epa, TPaHCIIOPTHBIE CPEICTBA, a TAKXKe B TEXHHYECKHE CPEeJCTBAa H CHCTEMBI 0Opa-
OoTKH HHpOpMALIHHK).
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- 3amumaemas HHQopManusa — HHQOpMALUA, SBIAIOLIAACA NpPEAMETOM C00-

CTBEHHOCTH M MOAJIEKallas 3allluTe B COOTBETCTBHU C TpeOOBaHUSIMH MPABOBLIX J10-
KyYMEHTOB WJIH TpeOOBaHMAMH, yCTaHABIMBAaeMbIMU COOCTBEHHHKOM HH(pOpPMAaIIHH.
HaenTHdHKaUHA — IPUCBOEHHE CyOBEKTaM M 0OBbeKTaM JocTyna WAeHTH(HKaTopa
u (W1M) cpaBHEHHE NpEeABABISIEMOro MIEHTU(UKATOpa C NepedHeM NPHUCBOEHHBIX
HICHTU(PHUKATOPOB.

HudopmMaTHBHBIH , CHTHAJ — 3JIeKTPUYECKHME CHTHANBI, aKyCTHYecKHe, OJJeK-
TPOMAarHUTHBIE U JpyrHe (U3HYecKHe IOoJs, [0 apaMeTpaM KOTOPBIX MOXKET OBITh
packpeiTa KOHQUAEHIHaNIbHas WHpopMauus (IepcoHalbHbIE HaHHbIE) 0oOpabaThl-
BaeMas B HHpOPMALIMOHHOM CHCTeMe NepPCOHANBLHBIX JaHHBIX.

Hudopmannonnas cucrema nepconajbubix ganubix (MCIIAn) — uadopmanuon-
Hasi CHCTeMa, MpeACTaBiIsomas cobolf COBOKYITHOCTh NMEPCOHANBHBIX AAHHBIX, CO-
aepxamuxcs B 6a3ze NaHHBIX, a TaKKe WH(MOPMAIIMOHHBIX TEXHOJIOIMH M TeXHHYe-
CKHX CpPEICTB, NMO3BOJIAIONIMX OCYLIECTBIATh 00pabOTKy TaKMX NMEepPCOHAIBHBIX HAaH-
HBIX C MCIIOJIb30BAaHHEM CpEeACTB aBTOMAaTHU3aLMH WM 0e3 HCIOJNBb30BaHMs TaKHX
CPeACTB.

HUudopMauHOHHBIE TEXHOJIOTHH — IPOLIECCH], METOABI TIOMCKa, cOopa, XpaHeHHs,
00paboTkH, mpeaocTaBleHHs, pacpoCTpaHeHHs HH(POPMAIIMH U CIIOCOOBI OCYIIeCcT-
BJIEHHS TaKHUX IPOLIECCOB U METOJIOB.

Hcnonb30BaHHe MEPCOHANBHBIX JAHHBIX — JIeHCTBHS (ONepaluy) ¢ NepCOHAIbHbI-
MH JaHHBIMH, COBepIIaeMble ONepaTOpOM B LIeJIsSIX NPUHATUS PELleHUH WIH coBep-
LIEHUS WHBIX ACHCTBUH, MOPOXKIAIOIIMX IOPHAUYECKHE MMOCIEACTBUS B OTHOLICHUH
CyOBbeKTa MepCOHANBHBIX NAHHBIX WIM APYTHX JHL JUOO MHBIM 00pa3oM 3aTparu-
BAIOIMX IpaBa U cBOOOABI CyObeKTa NepCOHANBHBIX JAHHBIX WIH APYTHX JIMLL.
Hcrounuk yrpos3sl Oe3omacHocTH HHpopmanuu — cyOBeKT JocTyma, Mate-
pHaIbHBIA OOBEKT WIH (DU3HYECKOE SBJICHHE, ABJLIOLIMECs NPUYUHOW BO3HHKHO-
BEHHs YIpo3bl 6€3011acHOCTH HHPOPMALIUH.

KonTposnpyemasi 30Ha — IPOCTPaHCTBO (TEppUTOPHS, 3[JaHHE, YacTh 3[aHMsA, I1O-
MEIlEHHe), B KOTOPOM HCKJIIOYEHO HEeKOHTpOJIHMpyeMoe NpebbiBaHue MOCTOPOHHUX
JIMLI, @ TAKXKe TPAHCIOPTHBIX, TEXHUYECKHX H HHBIX MaTepUaIbHbIX CPE/ICTB.
KoH(puaeHUHANBHOCTH NEePCOHAJBHBIX JaHHBIX — 00s13aTeNbHOE I COOMONeH A
OIlepaTopOM MIIM MHBIM MOJYYHMBLIMM JOCTYII K NEPCOHAIBHBIM JAaHHBIM JIMLIOM Tpe-
GoBaHHe He JOIyCKaTh MX pacnpocTpaHeHHe 6e3 coriacus cyObeKTa nepCoHalIbHBIX
JAHHBIX WIH HAJIMYHS MHOTO 3aKOHHOI'O OCHOBaHHS.

MeskceTeBoii 3KpaH — JIOKaJbHOe (OJHOKOMIIOHEHTHOE) WIH (PyHKLIHOHAJIBHO-
pacrpezielieHHOe IMporpaMMHoe (IporpaMMHO-aNnapaTHoe) CPeAcTBO (KOMILIEKC),
peanusyrolee KOHTPOJIb 3a HH(popMaruel, nocrynawomei B ”HPOPMALMOHHYIO CHC-
TEMY IIEPCOHAIBHBIX JAHHBIX U (WJIH) BRIXOAAIIEH U3 HHPOPMALHOHHOH CHCTEMBI.
HapymmuTeab $6e30MacHOCTH NMEPCOHAJBLHBIX AAHHBIX — QU3MYECKOE JHIO, CIy-
YaifHO WM MpeJHaMepeHHO COoBepluaiollee AeHCTBHSA, CIEACTBUEM KOTODBIX SBIAECT-
cs HapyleHHe 0e30IacCHOCTH NMEePCOHAIBHBIX JaHHBIX NPH HX 00paboTke TexHH4Ye-
CKHUMH CpeICTBaMH B HH(OPMALIMOHHBIX CHCTEMAaX MePCOHAIBHBIX JaHHBIX.
HeapromaTH3upoBanHasi 06paGoTka MepcoHANBLHBIX JaHHBIX — 00paboTka mep-
COHANBHBIX AAQHHBIX, COEpPXKALIMXCA B WHMOPMALMOHHOH CHCTEME NEepPCOHAIBHBIX




. masEEIX THOO0 M3BJIEYEHHBIX U3 TAaKOW CHCTEMBI, CYMTAETCs OCYIeCTBICHHOH Oe3 uc-
MONB30BaHUA CPEJICTB aBTOMATH3alMH (HeaBTOMaTH3HPOBAHHO#), eCii Takue AeHcT-
C MepCOHAIbHBIMU JaHHBIMH, KaK HCIIOIB30BaHHE, YTOYHEHHE, paclpocTpaHe-
HHE, YHHYTO)KCHHE MEePCOHAIBbHBIX INAHHBIX B OTHOILUEHHHM KaXXJIOro H3 CyOBEeKToB
NEePCOHANBHBIX AaHHBIX, OCYILECTBIISIOTCS NPH HEMOCPEICTBEHHOM yYacTHH YesloBe-
Ka.

HenexnapupoBaHHbIe BO3MOKHOCTH — (YHKIMOHAJIbHBIE BO3MOJKHOCTH Cpe/CTB
BBIYMCIIMTEIbHON TEXHHUKH, HE ONHCAHHBIE HJIM HE COOTBETCTBYIOLIME ONMHCAHHBIM B
JOKYMEHTAllH, IIPU MCIIOJIb30BaHHHM KOTOPHIX BO3MOXXHO HapylleHHe KOH(QUAEHIH-
aJIbHOCTH, JOCTYTIHOCTH HJIH LIEJIOCTHOCTH 00pabaTbiBaeMoOi HH(OpMAITHH.
HecaHKIHOHHPOBAHHBIH AOCTyNn (HECAaHKUIMOHMPOBAaHHBIE NEHCTBHA)— HOCTYHN K
HHQOpMALMK WIH JelCTBUA C WHQoOpMaunueld, HapylIalomye IpaBuia pas-
rpaHUYeHHUs AOCTYIa C MCIOJIb30BaHHEM ILITATHBIX CPE/CTB, NPENOCTAaBIAEMBIX HH-
(GOpMaLlHOHHBIMH CHCTEMaMH MePCOHAIBHBIX JaHHBIX.

Hocurenb mHpopmauuu — Qu3nyeckoe MO WIM MaTepHAIbHbIH OOBEKT, B TOM
yrcie (GU3UYECKoe IoJie, B KOTOPOM HH(GOpPMAaLKs HaAXOQUT CBOE OTPaKCHHE B BHIE
CHMBOJIOB, O0pa30B, CHTHAJIOB, TEXHHYECKHX pEIIEHHA M MPOLECCOB, KOJM-
YEeCTBEHHBIX XapaKTepPUCTHK (PHU3HUECKUX BEIIUYHH.

O0e3THuHBaHHE NEPCOHAJbHBIX JAHHBIX — JEHCTBHA, B Pe3yJIbTaTe KOTOPEIX He-
BO3MOXKHO ONpENENUTh IPHHAIJIEKHOCTh I€PCOHAIBHBIX [aHHBIX KOHKPETHOMY
CyOBEKTY NepCOHAIBHBIX JaHHBIX.

O0OpaboTka NMepcoHAJILHBIX JAHHbIX — JEHCTBHA (Omepaluu) ¢ MepCOHATBHBIMH
NaHHBIMH, BKJIIOYas cOOp, CHCTEMAaTHU3alldi0, HAKOIUICHHWE, XpaHEHHE, YTOYHEHHE
(oOHOBNEHHE, H3MEHEHHE ), UCIIOIb30BaH)e, paclpocTpaHeHue (B TOM YUciie nepesa-
4y), o0e3nuynBaHue, OJIOKMpOBaHHE, YHUITO)XKEHHE ITePCOHANBHBIX JaHHBIX.
O0menocTynHbie NepcoHaNbHble JaHHbIE — IE€PCOHANIbHBIE JaHHBIE, OCTYN HEor-
pPaHHYEHHOr0 Kpyra JIMI K KOTOPHIM IIPEJOCTaBIeH C COINacusi cyObekTa mepco-
HAJIBHBIX JJaHHBIX WM Ha KOTOpHIE B COOTBETCTBHH C (pefiepalbHBIMHU 3aKOHAMH HE
pacnpocTpaHsercs TpeboBaHHe COOMOASHNUS KOHDUAESHIIUATBHOCTH.

Onepatop (mepcoHaJbHBIX AaHHbIX) — IOCYIapCTBEHHBIH OpraH, MyHHIUIIAIbHBIA
OpraH, IOpUAHYecKOoe HIH (U3MYECKOoe JIMIO, OpraHusylomee H (WIH) OCyIIecTB-
jsmomee 00paboTKy MepCOHANBHBIX [AHHBIX, a TaKXe OMNpeNeNslolMe eI H COo-
nepxaHue 00paboTKH NEePCOHANBHBIX JAHHBIX.

Texnn4yeckne cpeacTrBa HHPOPMALHOHHOH CHCTEMbl NEPCOHAJBHBIX JAHHBIX —
CpelcTBa BBIYUCIUTENBHON TEXHWKH, HHPOPMALMOHHO-BBIYHCIHUTENbHBIE KOMILIEK-
CBI M CETH, CPEeACTBa M CHUCTEMBI NepenayH, nprueMa u obpaborku I1/IH (cpencrsa u
CHCTEMBI 3BYKO3aIlMCH, 3BYKOYCHJICHHS, 3BYyKOBOCIIPOH3BEICHHS, NEPErOBOPHEIE H
TeJIeBU3MOHHBIE YCTPOMCTBA, CPEeICTBA H3TOTOBJICHUA, THPAKHUPOBaHHA JTOKyMEHTOB
M JpyrHe TeXHU4ecKue cpencTBa o0paboTKy peueBol, rpaduuecKkoi, Buaeo- H OyK-
BEHHO-1IH(pOBOI HH(POpPMALKH), IPOrPaMMHBIE CPECTBA (ONepPaLlHOHHBIE CHCTEMBI,
CHCTEMBI yIpaBJieHus 6a3aMH JaHHBIX H T.II.), CPEACTBA 3aLIUThl MHPOPMALMH, MPH-
MeHseMble B HHQOPMAIHOHHBIX CHCTEMaX.




Hepexsar (MHpOpMAaNHH)— HENpaBOMEpHOe IIONydeHHe HMHQOpMAaLUH C HC-
NOJIE30BaHHEM TEXHMYECKOT'O CpPe/ICTBa, OCYIIECTBIIOMEro oOHapyKeHUe, IPHEM U
06paboTKy HHGOPMAaTHBHBIX CHTHAJIOB.

IlepcoHa/bHbIe JaHHBbIE — M00ass MHGOpPMAIUs, OTHOCSIIAsCA K ONpeleleHHOMY
HIH OIpeeNsieMOMY Ha OCHOBaHWH Takod mH(opmaruu ¢usmdeckoMy uiy (cyos-
€KTy IepCOHAJIBHBIX JAHHBIX), B TOM 4Hcle ero (GaMuius, UMs, OTYECTBO, IOJ, Me-
Cill, JaTa ¥ MECTO, POXJACHHUsA, ajpec, CEMEHOe, COLMaIbHOe, UMYILECTBEHHOE IO~
noxenue, o6pa3zoBaHue, npodeccus, 10X0abl, Apyras UHGOpMAaLIHsL.

IToGouHbIe 31eKTPOMATHUTHBIE H3JIY4YeHHs] H HABOJAKH — 3JIEKTPOMAarHuTHBIE W3-
JAy4YeHHS TEXHHYECKMX CpeAcTB o0paboTky 3amuinaeMod HH(OpMaIMH, BO3HH-
Kaloll[e Kak MoOOYHOe SBJICHHE W BBI3BaHHBIE JJIEKTPUYECKMMH CHTHAJIaMH, JEH-
CTBYIOIIMMH B MX 3JIEKTPUYECKUX U MAarHUTHBIX LIEIAX, a TAKXKe 3JIEKTPOMarHUTHEIE
HABOJKH 3THX CHTHAJIOB Ha TOKOIPOBOSIIME THHUH, KOHCTPYKLIUH U LIENH THUTaHHU.
IMoJHTHKA «YHCTOr0 CTOJIa» — KOMIUIEKC OPraHH3allHOHHBIX MEpOINpHATHH, KOH-
TPOJHMPYIOIIMX OTCYTCTBHE 3allMCHIBAHMA Ha OyMa)kKHble HOCHTENIM KIIOYEH M aTpu-
OytoB noctyna (raposeii) 1 XpaHeHHus UX BOIH3H 00BEKTOB JAOCTYIa.

Hoab3oBaTesib MH(POPMANMOHHONH CHCTEMbI MEPCOHANBHBIX JAHHBIX — JIHIO,
ydacTByiomee B (QyHKIMOHUPOBAHMH HH(MOPMALMOHHOM CHCTEMEI IEPCOHAIBHBIX
JAHHBIX MJIM MCIIOJIB3YIOIIIEe pe3yIbTaThl ee (PyHKIIHOHUPOBaHH.

IIpaBuia pasrpaHHYeHHs] AOCTYNAa — COBOKYIIHOCTh IPaBHJI, PErjlaMEHTHPYIOIINX
npaBa JOCTyNa CyOBeKTOB AOCTYNa K 00BEKTaM JOCTyTa.

IIporpammuas 3akJjiagKa — KOJ| IPOrpaMMBl, IpeHaMEPEHHO BHECEHHBIH B IIpO-
rpaMMy C LEJIbI0 OCYLIECTBUTh YTEYKy, U3MEHHTb, OJIOKHMpOBaTh, YHHYTOXKHTH HH-
¢GopMaIMIO WIH YHHYTOXXHTh M MOIAMQHIMPOBATH INPOrpaMMHOE OOecreYeHHe HH-
(OpPMaIIHOHHOM CHCTEMBI NEPCOHANBHBIX JaHHBIX M (M) OJIOKHpPOBATH anmnapaTHbIe
CpeAcTBa.

IIporpammHoe (IpPOrpaMMHO-MAaTEMaTH4YeCKOe) BO3JAeHCTBHE — HECAHKIIHO-
HUPOBaHHOE BO3/IeiiCTBHE Ha pecypChl aBTOMaTU3HPOBAHHOH MH(OPMAIMOHHOM CHC-
TEMBI, OCYILIECTBIISIEMOE C UCIOJIE30BaHHEM BpEeIOHOCHBIX IIPOrpamMM.

PackpbiTHEe MEPCOHAJBHBIX JAHHBIX — YMBIIUIEHHOE MM ClydaiiHOe HapyllEeHHE
KOH()UIECHIHAIBHOCTH NEPCOHANBHBIX JaHHBIX.

PacnpocrpaHeHHe MmepcoOHAJBLHBIX JAaHHBIX — JEHCTBHS, HaNpaBJleHHLIE HA IIEepe-
na4y MepCOHAJIBHBIX JAHHBIX OIpelelIeHHOMY KpyTy JIHI (IepeAadya NepCOHaBHBIX
JAHHBIX) WM Ha O3HAKOMJIEHHE C IEPCOHAIBHBIMU JaHHBIMH HEOTPAHUYEHHOTO KpYy-
ra JiMl, B TOM 49KcCJie 0OHapOOBaHHE ITePCOHANBHBIX aHHBIX B CPE/ICTBAX MacCOBOM
HH(OpPMALIHH, pa3MelleHHe B HH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIHOHHBIX CETIX HIIH
NpeOCTaBIEHHE JOCTYIA K IEPCOHAIBHBIM JaHHBIM KaKHUM-THOO0 HHBIM CIIOCOOOM.
Pecypc mH(pOpPMAanHOHHOH CHCTeMbl — UMEHOBaHHBIH 3JIEMEHT CHCTEMHOIrO, IpH-
KJIaJHOTO0 WM annapaTHoro obecreveHds (YHKIHOHMPOBAHHMS HHQOPMAIMOHHOM
CHCTEMBI.

CnenuajibHble KATErOPHH NePCOHAJbHBIX JAHHBIX — IIEPCOHAJIBHEIE JAaHHbIE, Ka-
CarolIMecs pacoBOH, HAIMOHAIILHOM NPHUHAUIEKHOCTH, ITOJIMTHYECKHX B3IJILA0OB, pe-
JIMTHO3HEIX WK GUI0CO(CKUX yOexKAeHHH, COCTOSHUSA 3A0POBbsS U HHTHMHOM JXH3HH
cyOBeKTa nepcoHaJbHBIX JaHHEIX.




CpeacrBa BbIYHC/IHTEJbHOH TEXHHKH — COBOKYNHOCTh INPOTPAMMHBIX M TeX-
HHYECKHMX 3JIEMEHTOB CHCTeM 00OpaGoTKH NaHHBIX, CIOCOOHBIX (YHKIMOHHPOBATH
CaMOCTOSITENIEHO HIIH B COCTaBe JIPYTHX CHCTEM.

CybbexkT pocryna (cy0OBeKT)— JHMIO WIM IPOLECC, NEHCTBHS KOTOPOIo per-
JaMEHTHPYIOTCS IIpaBHIaMH pa3rpaHUYeHus JOCTYTIA.

TexHHYeCKHH KaHAJ YTe4YKH HH(OPMALHH — COBOKYIIHOCTh HOCHTENS HH-
¢opmamuu (cpencrBa o6paboTkm), GU3MYECKOH cpensl pacHpOCTpaHeHHs HHOOp-
MaTHBHOTI'O CHTHAJIa U CPECTB, KOTOPEIMHU 00bIBaeTcs 3ammiiaeMas HHGopMarms.
TpaHncrpaHHYHas NepeAaya MNePCOHAJILHBIX JAHHBIX — Mepeaada MepcoOHaTbHBIX
JNaHHBIX omnepaTopoM uepes ['ocynapcrBenHylo rpanuiy Poccuiickoii ®enepannu op-
raHy BJIaCTH MHOCTPAHHOT'O IOCYAapcTBa, (PU3MYECKOMY WIH IOPHIAMYECKOMY JIHILY
HHOCTPAHHOI'O rocyJapCTBa. 3

¥Yrpo3sl 6e30nMacHOCTH NMEePCOHANBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHH U (ak-
TOPOB, CO3JAIOIIMUX ONAaCHOCTh HECAaHKIMOHUPOBAHHOIO, B TOM 4HCIIE CIy4alHOTIo,
JOOCTYIa K NEPCOHAIBHBIM JaHHBIM, Pe3yJIbTaTOM KOTOPOI0 MOXET CTaTh YHHYTOXKE-
HHE, M3MEHEHHe, OJIOKMpOBaHHe, KOIHPOBAHWE, PAaClpPOCTPAaHCHHE MEPCOHATBHBIX
JNAHHBIX, @ TAK)Ke WHBIX HEeCAaHKIMOHHUPOBAaHHBIX JeHCTBUN Npu UX oOpaboTke B HH-
(GOpMaLMOHHOM CHCTEME NEPCOHANBHBIX JaHHBIX.

YHHYTOKEHHe NePCOHAJbHBIX AaHHBIX — JI€HCTBHUsA, B pe3yIbTaTe KOTOPHIX HEBO3-
MOHO BOCCTAHOBHTbH COJIepKaHHEe NMePCOHANBHBIX NaHHBIX B HHGQOPMAaLMOHHOMH CHC-
TeMe MEePCOHAJIBHBIX NaHHBIX HJIM B pe3yjbTaTe KOTOPHIX YHHYTOXAKTCH MaTepH-
aJIbHbIE HOCHTEIIH NIEPCOHAIBHBIX JaHHBIX.

YTeuka (3amumaemoi) HHGOpPMANMH MO TEeXHHYECKHM KaHaJjJaM — HEKOH-
TPOJIMPYEMOE paclpocTpaHeHHe HHGOPMALMH OT HOCHTENs 3aliuiiaeMoil uH@op-
Maluu 4epe3 (PU3HYECKYI0 Cpely [0 TeXHHYECKOro Cpe/CTBa, OCYLIECTBIIAIOIIErO
nepexBaT HHpOpMaLHH.

Yupexaenune — 5Y3 BO «BOHJI Nel».

Y3BHMOCTB — CJ1a00CTh B CPEJCTBAX 3alUTHI, KOTOPYIO MOXHO HCIIOJIB30BaTh IS
HapyIIeHHs CUCTEMBI M colepakalieiica B Hell HHopMaluy.

IenocTHocTs HHGOPMALHH — CIIOCOOHOCTH CpEICTBa BBIYHCIMTEIBHOM TEXHHKH
WIH aBTOMATH3HPOBAaHHOH CHCTeMBI obecredyWBaTh HEM3MEHHOCTh HH(OpMaluH B
YCIIOBHSX CITy4ailHOro M/WIH NpeHaMepPEeHHOI0 HCKaXXeHHUs (pa3pyIIeH:s).




OBO3HAYEHMUS U COKPALLIEHUS

ABC — aHTHBHpYCHBIE CpeACTBa

APM - aBTOMaTH3HpOBaHHOE paboyee MeCTO

BTCC — BcioMorarebHbIe TEXHHYECKHE CPEeJICTBA U CHCTEMBI
UCIIH — uHpopMallMOHHAs CUCTEMA NIePCOHANIBHBIX AJaHHBIX
K3 — xoHTponupyemas 30Ha

JIBC — nokanbHas BEIYUCIUTENbHAS CETh

MD — MexceTeBo# 3KpaH

HCJl — HecaHKIIHOHUPOBAHHBIA JOCTYTI

OC - onepanmoHHas cucTemMa

[1JIH — nepcoHaJIbHBIE JaHHbIE

[IMB — nporpaMMHO-MaTeMaTH4eCKOe BO3/IelCTBHE

1O — nporpaMmHOe obecnieueHue

[IOMUH — mo6o4HbIe 31eKTPOMAarHUTHBIE H3Ty4YeHHs 1 HaBOJKH
CA3 - cucTema aHaH3a 3aLIMIIEHHOCTH

C3U - cpezcra 3aUTE HHGOPMALMH

C3I1Ix — cucTema (moAcHucTeMA) 3aIIUTEl IEPCOHANIBHBIX JaHHBIX
COB - cucreMa oOHapyXeHHs BTOPXKEHHH

TKYU — TexHu4eckure KaHaIbl YTeYKU HHYOpMaLUK

VBIT/IH — yrpo3s1 6e301macHOCTH ePCOHATBHBIX JaHHBIX




BBEJIEHHE

Hacrosimas ITonutnka naopmaunonHo#i 6e3onacHocT (manee — [TonmuTuka)
BY3 BO «BOHJI Nel» ([lanee - Yupexnenue).

[Tomutuka pazpaboTaHa B COOTBETCTBHHU C LENSMH, 3aia9aMH H npm-mnnaMH
obecrnieueHns 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX U3NI0)KeHHBIX B KoHLenuu HH-
dopmauunonHoit 6e3omacHocty UCTL]] Yupexnenus.

[TomuTHka pa3paboTaHa B COOTBETCTBHH ¢ TpeOoBaHusMu DenepanbHOro 3a-
koHa oT 27 uronsa 2006 r. Ne 152-@3 «O nepcoHaNbHBIX JaHHBIX» U OCTAHOBICHHS
IlpaBurenscTBa Poccuiickoit @enepauuu ot 11 HoaOps 2007 r. Ne 781 «O6 yrBep-
xaeHun [TonoxxeHus 06 obecriedeHnH 6€30I1aCHOCTH NEPCOHANBHBIX JaHHBIX NIPH HX
00paboTke B HHPOPMALIMOHHBIX CHCTEMAaX MT€PCOHANIBHBIX JaHHBIX», HA OCHOBaHHH:

- «PexomeHmanuii Mo obGecrevyeHHIO ©e30MacCHOCTH MEPCOHANBHBIX JAaHHBIX MPU HX
00paboTke B HHPOPMALIMOHHBIX CHCTEMaX MEePCOHANBHBIX JaHHBIX», YTBEPKIECHHBIX
3amecturenem aupekropa @®CTIOK Poccun ot 15.02.2008 r.,

- «TunoBeix TpeOOBaHMN IO OpraHW3alUH H OOecreYyeHHI0 (QYHKIMOHHPOBaHMA
IH(POBANBHEIX (KPUITOrpaQuyYecKnx) CpeiCTB, MpeaHa3HAYEeHHBIX JUIS 3allUThl
uH(OpMaLMK, He colepikaieli CBeJIeHHH, COCTaBIIAIOMMX rOCyJapCTBEHHYIO TaWHY
B ClIy4ae M3 HCIIOJIB30BaHuUA Ui obecneueHus 0e30IacHOCTH NEPCOHANBHBIX JaHHBIX
npu ux o6paboTke B MHPOPMALIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaHHBIX», YTBEp-
KneHHsIX pykoBozacTBoM 8 ILlentpa ®CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B ITonutnke onpeneneHsl TpeboBanus Kk nepconany MCII/IH, cTenens oTBeT-
CTBEHHOCTH IIEpPCOHaa, CTPYKTypa U HeoOXOAMMBIH ypOBEHb 3alllMIEHHOCTH, CTa-
TYC W OOS3aHHOCTH COTPYIHHMKOB, OTBETCTBEHHBIX 3a obecredeHHe 0€30macHOCTH
nepcoHanbHbIX AaHHBIX B MCII/IH YupexneHnus.

OBINME INOJIOKEHU S

Llensio Hactoswei ITonuTuky sBisercs obecrnedeHre 6€30MacHOCTH 00HEKTOB
3alIMTEl YUpexAeHHs OT BCeX BUMOB YIpo3, BHEIIHHX M BHYTPEHHHX, YMBILILICHHBIX
H HelmpeJHaMepeHHBIX, MHHHMH3aIMi yuiepba OT BO3MOXHOH pealu3allMd yrpo3s
6e3omacuoctu [1/1s (YBI1OH).

Be30macHOCTh MEPCOHANBHBIX AAHHBIX JOCTHUrAaeTCs IIyTeM HCKIIOYEHHs He-
CaHKIHOHHPOBAHHOI'0, B TOM YHCIIE CIIy4aifHOro, JOCTYIIa K NIEPCOHATIBHBIM JIaHHEIM,
pe3yJIBTaTOM KOTOPOTO MOXET CTaTh YHHYTOXKEHHE, H3MEHEHHe, OJIOKHpOBaHHE, KO-
MHPOBaHKe, PACIpPOCTPAHEHHE NEPCOHANBHBIX JAHHBIX, a TAKKe MHBIX HECAHKIHO-
HHUPOBAaHHBIX JEHCTBHIA.

WHdopmalus U CBSI3aHHEIE C Hell pecypchl HOJKHBI OBITE JOCTYIHEI 1JIs aBTO-
PH30BaHHBIX IOJb30BaTeNei. JJOKHO OCYIIECTBIATECS CBOSBPEMEHHOE OOHapyKe-
HHe U pearnpoBaHue Ha YBII/IH.

JIOJDKHO OCYIIECTBIATHCS MpeJOoTBpallleHHe NpeJHAMEPEHHBIX MM CllyYai-
HBIX, YaCTHYHBIX MJIM IOJHBIX HECAaHKIIMOHHPOBAaHHBIX MOAH(HKAILMHA WM YHHYTO-
)KeHHs JaHHBIX.

CocraB 00BEKTOB 3aIMTHl IIpeAcTaBieH B llepeyHe MepCOHANBHBIX NaHHBIX,

MNOMJICKAIHX 3alIUTE.




Cocras UCI1/Ia noiexalyx 3amure, npeacrasied B OTyere o pe3yaprarax
MPOBEICHUs BHYTPEHHEH IIPOBEPKH.

Ora INonuTHka HHPOpMALMOHHONH Ge3omacHOCTH OblIa yTBepXKIEeHa IIaBHBIM
BpadioM BY3 BO «BOHJI Nel» u BBeneHa B felicTBHe mpHkazom Ne _ OT

OBJIACTH JIEMCTBUSA

TpeboBanus Hacrosmiel [1onUTHKM pacnpoCTpaHAIOTCA HAa BCEX COTPYAHHKOB
YupexxaeHus (IUTaTHBIX, BPEMEHHBIX, paboTaloMX MO0 KOHTPAKTy M T.L.), a TaKkKe
BCEX MPOYMX JIHL (MOAPAAIUKH, Ay AUTOPEI H T.IL.).

CUCTEMA 3AIIUTHI IEPCOHAJIBHBIX JAHHBIX

Cucrema 3amuThl NepcoHaNbHBIX AaHHEIX (C3I1/IH), CTPOUTCS HA OCHOBAHHHU:

- OtueTa 0 pe3yJbTaTax MPOBEJCHUs BHYTPEHHEH IIPOBEPKH;

- [lepeuyns nepcOHANBHBIX JaHHBIX, MOAJIEKAIMX 3aIUTE;

- AxTa KiIaccHpUKanui HHPOPMALHOHHOM CHCTEMBI IEPCOHANIBHBIX JaHHBIX;

- Mogenu yrpo3 6e30nacHOCTH NepCOHANBHBIX JaHHBIX;

- ITonoxeHuss 0 pasrpaHMYEeHHH TpaB JocTyna K oOpabaTeiBaeMbIM IEPCOHAIBHBIM
JaHHBIM;

- PykoBogsammux goxymenToB ®CTOK 1 ©CB Poccun.

Ha ocHoBaHMH 3THX HOKYMEHTOB ONpezesseTcs HeoOXOAMMBIH ypOBEHb 3a-
mmenHocTd I1JIH xaxmoit UCITIn Yupexnenus. Ha ocHoBaHMM aHa/M3a aKkTyallb-
HBIX yrpo3 Gezomacuocty I1/IH onucanHoro B Mogenu yrpo3 u Otyera o pesyibTra-
Tax NpPOBEJEHHS BHYTPEHHeW NpoBepkKe, [eaeTcs 3aKIIOYeHHe O HeOOXOAHMOCTH
HCIIOJB30BaHMs TEXHHYECKHX CPEACTB U OpPraHM3al[HOHHBIX MEPONpPHATHH i obec-
nedenus 6esonacHoctH [1/H. BeiOpanHble HEOOXOAHMMEIE MEPOTIPHATHS OTPAXKAIOTCH
B [Inane MeponpusTuii no obecneyenuto samuTel IT/IH.

Jlns xaxxnoit UCIT[IH nomkeH OBITh COCTaBlIeH CIIMCOK MCIIOJIB3YEMBIX TEXHH-
YeCKHX CPEICTB 3alllUThl, @ TaK )K€ NMPOrpaMMHOro obecrevyeHHs y4acTBYIOLIErO B
obpa6otke 111, Ha Bcex anemenTax MCIT/Ix:

- APM none3oBareneii;

- CepBepa NpHIIOKESHHI;

- CYBJ;

- 'panuna JIBC;

- Kananos nepeza4u B ceTH o0LIEro MoJb30BaHus U (HJIH) MEXITyHapOJHOro oOMeHa,
eci 1o HUM nepepatorcs [1/1x.

B 3aBucuMocTH oT ypoBHA 3ammiueHHocTH MCII/IH M aKkTyalbHBIX YIpo3,
C3I1/Ia MOXeT BKIIOYaTh CIeAYIOLe TEXHUIECKHEe CPEeICTBa:

- aHTHBHPYCHBIE CPeJICTBA 11 paboYMX CTAaHLMH M0JB30BaTENEH U CEPBEPOB;

- CpPeICTBa MEXXCETEBOr0 IKPaHUPOBaHMs;

- cpezcTBa KpunTorpaduyecKoil 3almMTs HHGOPMaIUy, IPU Nepe/iaye 3aluiiaeMoi
HH(OpMaLIKH 110 KaHAJIaM CBSA3H.

Tak ke B CIIMCOK HO/DKHBI OBITH BKJIFOYEHB! (QYHKLMH 3alllMTEHI, oOecreynBae-
MBle INTaTHBIMH cpezcTBaMu oOpabotku [1/[a omepaunonHbiMH cucteMamu (OC),
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npuknaaHeM [10 U cienuanbHEIMH KOMIUIEKCAMH, PeaIi3yIOLUIMMHE CPEeCTBa 3allly-
Tbl. CIHCOK (DyHKLMHI 3aIUTHI MOXKET BKIIFOYATh:

- yIIpaBJIeHHE U pa3TpaHU4YeHHE JOCTYTIa M0JIb30BaTeNei;

- PETUCTPALIMIO U y4YeT AeicTBUM ¢ HHpopMaLmei;

- ofecrnieynBaTh LEIOCTHOCTH JJaHHBIX;

- POU3BOAUTH OOHAPYKEHHH BTOPIKEHHIA.

Crucok HCNONB3yeMBIX TEXHHMYECKHX CpeAcTB oTpaxkaercs B [LmanHe mepo-
NPUATHH 110 obecrevyeHuIo 3alUThl IePCOHANBHBIX JaHHBIX. CIMCOK MCIIOIB3yeMBIX
CPeACTB NOJDKEH IOANEP)KHUBATHCA B aKTYAIbHOM COCTOSHHH. IIpH M3MEeHEHHH CO-
CTaBa TEXHHYECKUX cpencTB 3aumThl Wik anemeHToB MCIIJIH, cooTBercTBYIOIIHKE
HW3MEeHEeHHs JOJ/DKHBI ObITh BHECeHbl B CIMCOK M YTBEpXACHBI PYKOBOAMTENEM Yu-
PeXXAESHHS WIH JIULOM, OTBETCTBEHHHM 3a obecnedyenue 3amutel [1/1H.

TPEGOBAHUA K IOACUCTEMAM C3IITH

C3I1dn Bximo4aet B cebs cleayrouie MoaCHCTEMBI:
- yIpaBJIeHHs OCTYTIOM, PETHCTPALIMH U y4eTa;

- obecnevyeHHs LEeIOCTHOCTH U JOCTYITHOCTH;
- aHTUBHPYCHOM 3allUTHI;

- ME)XCETEBOI'0 IKPaHUPOBaHMUS;

- aHAJIM3a 3aIUIIEHHOCTH;

- oOHapyeHHs BTOPKESHHH;

- KpUNITOrpaduyecKo 3alIuThI.

IMoacucrembr C3I1[H uMeOT pa3nu4HbId (YHKLHOHAT B 3aBUCUMOCTH OT
xinacca UCIT/IH, onpenenenHoro B Akte kiaccuukanuu WHGOPMalMHOHHOH CHCTe-
MBI NEPCOHANBHBIX AaHHbIX. CnHCOK coorBercTBHA (yHKIMH moacucrem C3IIIH
KJIaccy 3aIlMIIEHHOCTH IpeacTaBieH B [IpunoxeHun.

IToacucTeMbl ynpaBJieHHs JOCTYNIOM, PerHCTPALHH H y4eTa
IToacucTema ympaBiieHHS JOCTYIOM, PerMCTpalldd M y4yeTa IpeJHa3Ha4yeHa
IUIsL peaii3alliy ClieIyIOUMX (QyHKIMA:
- HAeHTHOHKAIIMM M IpOBepKa IOJIMHHOCTH CyOBEKTOB JOCTyNa IpH BXOJIE B
UCT1x;
- HICHTH()HKALWA TEPMHHAJIOB, y3/I0B C€TH, KAHAJIOB CBSI3H, BHEIIIHUX YCTPOKCTB 110
JIOTHYECKHM UMEHAaM;
- WOSHTH(UKAUKM MTPOrpaMM, TOMOB, KaTaloros, (aiioB, 3anucel, MOJeH 3amucei
0 UMEeHaM;
- perucTpanuu Bxoja (BbIXoAa) CyObeKTOB JIOCTyNa B CHCTEMY (M3 CHCTEMBI), TU6O -
perucTpaiys 3arpy3Ky U HHULMAIM3alUH ONePallMOHHOMN CHCTEMEI H €€ OCTaHOBA.
- PEernCTpalyM TOMBITOK IOCTyNa MPOrpaMMHBIX CPEACTB (IIPOrpamm, IPOLECCOB,
3aj1a4, 3a/JaHlii) K 3alMiaeMeIM Qaiinam;
- PerucTpalHMé IOMBITOK JOCTYIa MPOrpaMMHBIX CPEICTB K TEpMHHAaM, KaHajlaM
CBS3H, IpOrpaMMaM, TOMaM, KatajioraM, GaiinaMm, 3aucsaMm, MOoJsIM 3aKCe.
IoacucreMa yrpaBlieHHS JOCTYIIOM MOXeT OBITh peanu3oBaHa C IOMOLIBIO
mTaTHBIX cpeacTs obpaborku I1/IH (onepaunoHHBIX cucteM, npuioxenuit 1 CYB/I).
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Tak jxe MOXeT OBITh BHEAPEHO CNelHalIbHOe TEXHHYECKOE CPEACTBO MIM MX KOM-
IUIEKC OCYUIECTBIISIOIINE AOMOTHUTEBHEIE MEPHI 110 AyTEHTH()UKAILIMH H KOHTPOJIO.
Hanpumep, npuMeHeHHe €HMHBIX XPaHWIHIL YIeTHBIX 3aIlHCel Mob30Bareneii u pe-
THCTPALIMOHHON HMH(pOPMAaIHH, UCIIONB30BaHHe OHOMETPHYECKHX M TEXHMYECKHX (C
MIOMOIIBIO 3JIEKTPOHHBIX MTPOITYCKOB) Mep ayTeHTH(HKALUU U APYTHX.

IloacuHeTemMa obecneyeHHs HEeJTOCTHOCTH H JOCTYIHOCTH

IMoxcucrema obecrieveHus LENOCTHOCTH M JOCTYIHOCTH IIpelHa3Ha4eHa IJIf
obecneyeHus. MEJIOCTHOCTH M JOoCTymHOCTH I1/[H, NMporpaMMHBIX H anapaTHBIX
cpencts MCIT/IH YupexxneHus, a Tak e CpeACTB 3alIUThI, IIPH CIIy4aiHON HJIH Ha-
MepeHHO! MoauduKauu.

IToncucrema peanusyercs: ¢ IOMOIIBIO OPraHU3aLUy Pe3epBHOI0 KOITMPOBAHHS
obpabaThIBaéMbIX HaHHBIX, & TaK JX€ pPE3ePBHPOBAHHEM KIIOYEBLIX 3JIEMEHTOB

HUCI1/H.

INoacHcTeMa AHTHBHPYCHO# 3a1IHTDI
IToxcrcTemMa aHTHBHPYCHOM 3alliUThI NpeJHA3Ha4YeHa A o0eclieyeHns aHTH-
BUPYCHO# 3a1uTEI cepBepoB H APM none3oBateneit UCI1In YupexneHus.
CpencrBa aHTHBHPYCHOH 3aIlMTHI NpefHA3HAYeHB! Ui pealH3allidH Clemyro-
X QyHKIIHA:
- Pe3UEHTHBII aHTHBHPYCHBIH MOHUTOPHHT,
- aHTUBUPYCHOE CKaHHUPOBaHHE;
- CKpUNT-0JIOKMPOBaHHE;
- LIEHTPAJIM30BaHHYIO/yIaJIeHHYIO yCTaHOBKY/IEHHCTAJUIALHIO aHTHBHPYCHOTO IPO-
IOyKTa, HaCTPOMKY, a AIMHUHUCTPHPOBAHKE, IPOCMOTP OTYETOB M CTATHCTHYECKOH HH-
¢opmaruu no paborte NpoayKTa;
- aBTOMAaTH3HPOBaHHOE OOHOBJIEHHE aHTHBHPYCHBIX 0as;
- OrpaHMYEeHHe NpaB MOJIL30BaTENA HAa OCTAHOBKY MCIIOMHAEMBIX 3a/1a4 U H3MEHEeHHS
- HACTPOEK aHTHBHPYCHOTO POrpaMMHOT0 00ecrieyeHus;
- aBTOMaTH4eCKHUH 3aIlyCK cpa3y MocJje 3arpy3Kd ONepaliOHHON CHCTEMBI.
Iloncucrema peanusyercss IMyTeM BHEIPEHHs CIELHAIbHOTO aHTHBHPYCHOI'O
nporpaMMHoro obecneuenus Ha Bee sneMeHTsl UCTT/IH.

IToacucTema MexceTeBOro SKPaHHPOBAHHS

IToncrucTeMa MEXCETEBOTO 3KPaHMPOBAHHUS IpeJHA3HAuYeHa Ul pealu3alliH
CIeayIOWUX QyHKLIMM:
- unpTpanMu OTKPHITOro M 3ammpoBaHHOrO (3akpbeiToro) IP-tpaguka mo ciexyro-
LM ITapamMeTpaM;
- (hukcalMu BO BHYTPEHHHX )XXypHajlax HHGOpMALUK O MPOXOIAIIEM OTKPBHITOM H 3a-
KpbiToM [P-Tpaduxe;
- MAeHTUOHUKALWH ¥ ayTeHTHOHKALMIO aJMUHHCTpAaTOpa MEXCEeTeBOro dKpaHa IpH
€ro JIOKaJIbHBIX 3alpocax Ha JIOCTYTI;
- perucTpalyy BXo/a (BbIXo/ja) aIMUHHCTpPAaTOpa MeXCETEBOT0 9KpaHa B CHCTeMY (U3
CHCTEMBI) JIU0O 3arpy3Kd ¥ HHUIHATH3ALUH CUCTEMBI M ee IPOrpaMMHOI0 OCTaHOBa;
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~ KOHTPOJIA LIEJIOCTHOCTH CBOEH IMpOrpaMMHON U HH(GOPMALIHOHHOH! 4acTH;

- @UIBTPALIMH NAKETOB CIYXXEOHBIX MPOTOKOJIOB, CIYXKalllMX IS AMArHOCTHKH H

ynpaB/eHHs paboToH CeTeBBIX YCTPONCTB,;

- UIBTPaLMK C YyYE€TOM BXOJHOTO H BBIXOJHOI'O C€TEBOro MHTep(elica Kak cpeiCTBO

MPOBEPKH MOIJIMHHOCTH CETEBBIX a/IPECOB;

- PeriCTpalyy U y4yera 3alpalliBaeMbIX CEPBUCOB MPUKIAJIHOIO YPOBHS;

- OIIOKMpOBaHMA AOCTYNa He WIAEHTH(PHUUHMPOBAHHOIO oObekTa Wi CyOBeKkTa, MoJ-

JIMHHOCTH KOTOPOTO IIpH ayTeHTH(HUKALMH He MMOATBEpAUIach, METOJJaMH, YCTOHYH-

BBIMH K Il€peXBary;

- KOHTPOJIA 3a CeTeBOM aKTHBHOCTBIO MPHJIOKEHUH U 0OHapYy)KEeHHUsA CEeTEeBBIX aTak.
INogcucreMa peanusyeTcs BHeIpeHHEM IIPOrPaMMHO-AIIapaTHBIX KOMILUIEKCOB

MEXCEeTEeBOro SKpaHupoBaHus Ha rpaxuue JIBC.

IloacHcTeMa aHAJIH3A 3AIIHIIEHHOCTH
IMToacucrema aHanM3a 3alIUIIEHHOCTH, JOJDKHA 00ecrieuyuBaTh BEIABICHHUSA Ys3-
BHMOCTeH, cBA3aHHBIX ¢ ommbOkamu B KoHGurypauuu 10 MCI1/IH, xoTopsie MOTYT
OBITH MCIIOJIB30BaHBI HAPYIIHTEIEM UL pead3allii aTakyd Ha CUCTEMY.
@QyHKIMOHAT TOJACHCTEMBI MOXEeT OBITh pealii30BaH INMPOrpaMMHBIMH M IPO-
rpaMMHO-alapaTHEIMU CPEJICTBAMH.

INoacucTeMa oOHApYKeHHS] BTOPXKEHHH

IToacucrema oOHapy)XeHHS BTOp)KEHHi, NO/DKHAa obOecneuyuBaTh BBIABICHHE
ceteBbIX atak Ha 3neMeHTHl MUCII/IH noakmoyeHHBIe K ceTAM O01Iero nojab30BaHUA
1 (WI1K) MeXITyHapoaHOro oOMeHa.

@OyHKIIHOHAT MOJICHCTEMBI MOXET OBITh peajii30BaH MPOrpaMMHBIMH H IIPO-
rpaMMHO-aIMapaTHEIMU CPEJICTBAMH.

INoacucrema kpunTorpagpuyecKon 3aHTLI
IToacucrema kpunrorpa@uUyecKod 3allUTHl NpeJHa3Ha4YeHa I MCKIIOYEHHA
HCJ x 3ammmaemoit uadopmamuu B UCIL[IH VupexneHus, npu ee nepeiavd Io
KaHaJlaM CBSA3H ceTeil 001ero moyik30BaHus U (WIK) MeXAyHapOJHOro 0OMeHa.
IMoacucrema peanusyercs BHEOPEHHs KpHUNTOrpapHyYecKHX MpOrpaMMHO-
annapaTHeIX KOMILUIEKCOB.

IMonas3zoBaTtenn UCIIAn

B Konuenuun uHGOpMaLMOHHOH 6e30macHOCTH onpe/ie/IeHbl OCHOBHBIE KaTe-
ropur mois3osaresieii. Ha OCHOBaHHWHM 3THX KaTeropHH NOJDKHA OBITH NMpOH3BEAEHA
tunu3anua nonb3oparenei UCIL/IH, onpeneneH uxX ypoBeHb NOCTYIIA M BO3MOXXHO-
CTH.

B UCII[IH YupexaeHusi MOXKHO BBIJEJIHTE CIEAYIOLIHE IPYMNIbI [0Jb30BaTe-
Jei, yuacTByIOmux B 06paborke u xpaneHuu I1/IH:
- UnxeHep — nporpaMMHCT,
- Oneparopa APM;
- I[TIporpammucr-paspadborunx UCIIIH.
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JlaHHBIE O IpyMmnax MoJb30BaTeNAX, YPOBHE HX NOCTYNa ¥ HHGOPMHUPOBAHHO-
CTH JOJDKEH OBITh oTpaXkeH B IlonioXkeHHe 0 pa3rpaHHYEHHH NpaB AOCTyna Kk oOpaba-
THIBa€MBIM II€PCOHATBHBIM JaHHBIM.
HavanbHuk otaena ACY

Havanenuk otnena ACY BemonHser obs3aHHocTH Aagmuauctpatopa MCI I,
AIMHHHCTpaTOpa CeTH, TeXHHYECKOro CrenHajJucTa 1mo obciIy)KHMBaHHIO NepHde-
puiiHOrO 060pyIOBaHUs U AIMUHHUCTpaTOpa 6€30MacHOCTH.
Anmunucrparop HCII/In

Anmvunuctpatop UCII[IH, coTpyaHuk YupekaeHHs, OTBETCTBEHHBIH 3a Ha-
cTpoliky, BHenpenue U comnpoBoxaeHue MCII/JH. OGecneunBaer QyHKIHOHHPOBa-
Hue noacucteMsl ynpasieHus noctynoM MCII[[H ¥ ynoaHOMOYEH OCYIIECTBIATH
NpefoCTaBleHHe W pa3rpaHHYeHHe AOCTyna KOHeYHOro mnois3oBarens (Omepatopa
APM) K a51eMeHTaM XpaHALIMM [epCOHAIbHbIE JaHHBIE.

Anmunuctparop UCIT/IH obnagaeT ciaenyiomuM ypoOBHEM J0OCTYyNa H 3HAHUHM:
- obnaaeT noNMHOM HHGpOpMaIUeH 0 CHCTEMHOM M NPUKIAJHOM IIPOrpaMMHOM obec-
neuennu UCI1/x;
- obmamaeT mosHOM HHGOpMalMell O TeXHHYECKMX CpeACTBaX M KOH(QHUIypaluH
UCI10H;
- HMEeeT JOCTYIl KO BCeM TeXHHYECKHM cpeAcTBaM o0paboTku HH(pOpManuu H JaH-
HeiM UCI1/1H;
- obnagaer npaBaMu KOHGUIYpUpPOBaHHS U aIMHHUCTPAaTUBHOH HAaCTPOHKH T€XHHYE-
ckux cpeact UCTT/H.
AZMHHHCTPATOP CeTH

AIMHHHCTPATOpP CETH, COTPYAHHK YUpeXKeHHs, OTBETCTBEHHBIH 3a (QyHKIHO-
HHpOBaHHe TejleKoMMyHHKalMoHHOH mnoacucrembl MCII/IH. AnMHHHCTpaTOp CETH
He MMeeT IOJIHOMOYHIA /I yIIpaBJIeH:s MoACHCTEMaMH o0paboTKH NaHHBIX H 0e30-
HacCHOCTH.

AJIMHHHCTPATOp CeTH 00J1alaeT ClIeyIOIUM YPOBHEM JOCTYTIa H 3HAHHUH:
- oO6nagaeT 4acThi0 HHGYOPMALMH O CHCTEMHOM M NPHKJIaJHOM NporpaMMHOM obec-
nedenud UCI1/Ix;
- obmamaer 4acTei0 HH(POpPMALUMH O TEXHHYECKHX CpeACTBaX M KOH(UIrypaluu
UCI10E;
- ©MeeT (M3UYECKHi JOCTYI K TeXHHYECKUM CpelcTBaM 00paboTku MHGOpPMAaLUH H
CpeICTBaM 3allUThI;
- 3HaeT, 10 MEeHbIIIeH Mepe, OIHO JIEralbHOe UMS JIOCTYyIIA.
AamuHHCTpaTOp 0€30NacHOCTH

AnMuHHCTpaTOop 0€30macHOCTH, COTPYIHHK YUpexIeHHs, OTBETCTBEHHBIH 3a
¢yukuronupoBanke C3I1/IH, Bxmogas oOciy)KHBaHME M HACTPOMKY aJIMHHHCTpa-
THBHOH, CEpBEpHOH U KIIMEHTCKOH KOMITOHEHT.
AnmuHECTpaTOp O6€30macHOCTH 00JIafaeT ClIeayIoIUM YPOBHEM AOCTYIIA H 3HAHHM:
- obnanaer npaBamu Anmunuctparopa UCII/H;
- obnanaet nonuo# uHdopmanueit 06 UCIIIH;
- IMEET JOCTYI K CpeACTBaM 3aIlUThl HH(POpMaLMK U NPOTOKOJHPOBAaHHS H K YaCTH
Ko4eBsixX aneMenToB UCII/1H;
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FMeeT MpaB J0CTyNa K KOHQUIypUPOBaHHIO TEXHUYECKHX CPEICTB CeTH 3a UC-
- EmoYeHHEeM KOHTPOJIBHBIX (MHCTIEKI[HOHHBIX).

AnMmuHHCTpaTOp 6€30MacHOCTH YIIOTHOMOYEH:
- peaJM30BbIBaTh NOJIMTHKH Oe3omacHocTH B 9acTh HacTpoiku CK3H, MexceTeBhIx
5KPaHOB M CHCTeM OOHapy)XeHHs aTaK, B COOTBETCTBHH C KOTOPBIMH IOJB30BaTeNlb
(Oneparop APM) nomy4aet Bo3MOXHOCTE paborats ¢ anemenTamu UCI1/1x;
- OCYLIECTBJIATh ayJUT CPEACTB 3aILUTHI;
- YCTaHABJIMBATh JOBEPHUTEbHBIE OTHOIIEHHS CBOEH 3allUIEHHOH CeTH C CeTsIMHU
OPYruX YdpexaeHum.
TexHn4yeckHi cneuHaaucT N0 o6cayKHBaHHIO nepudepHiiHOro obopyaoBaHus

TexHHYeCKHH CIELHANUCT MO 00CITy)KUBaHUIO, COTPYIHHUK YUpexKIeHHs, OCy-
ImeCTBIAEeT OOCITy)XHBaHHE W HAcCTpo¥Ky nepudepuitHoro obopynoBanus MCITIH.
TexXHHYECKHH CIeIHAKNCT 1Mo obcayKuBaHHIO He uMeeT noctyna kK I1/lH, He umeer
TIOJIHOMOYHIA /IS ynpaBJlieHHs ocHcTeMaMu 0OpaboTKH NaHHBIX H O€30MacHOCTH.

TexHHYECKHH CHEHATUCT 10 00CIy)XKMBaHUIO 06J1a1aeT ClIeAYIOIHM YPOBHEM
JOCTYTa ¥ 3HaHUH:
- 06nanaeT 9acThi0 MH(OPMAIMH O CHCTEMHOM M MPHKIaJHOM IpOrpaMMHOM obec-
nedenuu UCI1dH;
- obnamaer 4acThl0 HHPOPMALMH O TEXHHYECKHX CpEJACTBaX M KOH(QHUIypalHH
WCI1H;
- 3HaeT, [0 MeHbIIel Mepe, OHO JieraJlbHOe UM JOCTYTIA.
Oneparop APM

Oneparop APM, coTpymHHK YupexIeHHs, OCYIIECTBIIOMMH 06paboTKy
I1u. OG6pabotka I1/lH BKmoOYaeT: BO3MOXKHOCTH mpocMotpa IIJIH, py4HO# BBOX
ITTa B cucremy UCITIH, dopMupoBaHHe CIIPaBOK M OTYETOB IO WH(OpMALHUH, MO-
ny4yerHoi u3 UCII/l. Oneparop He UMeeT MOJTHOMOYMH I yNpaBiIeHHs IIOJCHCTeE-
MaMu 006pabotku naHHbIX U C3I1/IH.

Oneparop UCIT/Ix o6nanaeT cieayromymM ypoBHEM AOCTYTIA U 3HAHHIA:
- obnanaer BceMH HeoOXOAMMBIMH aTpubyTaMH (Hampumep, mnapoiem), odecmedu-
BAIOIIMMH JOCTYII K HEKOTOpoMYy noamHoxxecTBy I1/1H;
- pacroJiaraeT KOH(QHIeHIIHAIbHBIMH JaHHBIMH, K KOTOPBIM HMEET JOCTYII.
IIporpammucr-paspaborunk UCIIIn

[TporpaMMHUCTEI-pa3paboTYMKH (NIOCTABIIMKK) NPHKJIAIHOIO IPOrpaMMHOIO
obecneyenns, obecreynBalOIde ero CONPOBOXKAEHHE Ha 3amuiaeMoM obnekre. K
IaHHOH IpyTINe MOI'YyT OTHOCHTBCS KaK COTPYAHHKH YUYpexXIEeHHs, TaK U COTPYIHHKH
CTOPOHHHX OpraHH3alM.

CoTpyaHHK 3TO# KaTeropHu:
- obnanaer uHpoOpManueir 06 aNrOpUTMax ¥ mporpammax oOpaborTku mHbOpMaLKH
Ha UCI1H;
- 06anaer BO3MOXXHOCTSMH BHECEHHs OIIHOOK, HE JeKIapHpPOBaHHBIX BO3MOXHO-
creif, MPOrpaMMHEBIX 3aKJIaJI0K, BPeIOHOCHBIX NIPOrpaMM B IpOrpaMMHoe obecrede-
aue UCIT/Ix Ha craguu ee pa3pabOTKH, BHEPEHUS H COIIPOBOXKICHHMS,
- MOXET pacmnoJarath Jo0sMH ¢parmenTamu HHGopmanuu o Tonoynorud UCIIIx u
TEXHHYECKHUX cpeicTBaX 00paboTku u 3aumthl [1/1H, o6pabateiBaembix B UCIIIH.
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BAHHS K IEPCOHAJLY IO OBECIIEYEHUWIO 3AIIUTHI II/TH
Bce cotpyaHukd YupexneHus, spisnommuecs nons3oBatenssMu HCIIH,
FOJDKHBI Y€TKO 3HATh U CTPOTO BHIMOJIHATH YCTaHOBJICHHBIE IIPaBHIA U 00A3aHHOCTH
10 JIOCTYIY K 3allMINaeMbiM 00beKTaM U COOMIONEHHIO IPHHATOIO peXxuMma Gesomnac-
HoctH I1/1H.

Ilpu BCTyIUIEeHHHM B JOJDKHOCTH HOBOI'O COTPYAHHKA HENOCpeACTBEHHBIN Ha-
YaJlbHUK MOJpa3/ie/IeHHs, B KOTOPOE OH IOCTyTaeT, 00s3aH OpraHu30BaTh €ro O3Ha-
KOMJIEHHE C JOJDKHOCTHOH HHCTPYKIMeH W HeoOXONMMBIMH NOKyMEHTaMH, peria-
MEHTHPYIOIIUMHU TpeboBaHus 1o 3amute [1/IH, a Takke 00yyeHHe HaBbIKaM BBIINOJ-
HEHUA MPOoLEnypP, HEOOXOAUMBIX ISl CAHKUMOHHpOBaHHOIO Ucnonb3oBanus UCII/IH.
CoTpyaHMK NOKeH ObITh O3HAKOMJIEH CO CBEACHUAMH HacTosmen [lonuTuky, mpu-
HATHIX npouenyp pabotsl ¢ anementamu UCITJx u C3I1H.

CoTpyaHuku YUpeXOeHHs, UCIIONB3YIONINe TeXHUYEeCKUe CPENCTBa ayTeHTH-
¢GuKamuK, DOKHBI 00ecreYHBaTh COXPaHHOCTh HIEHTU(MHKATOPOB (3JEKTPOHHBIX
kmoveit) u He nonmyckath HCJI k HuM, a Tak e BO3MOXXHOCTb MX YTEPH HIIH HCIOJIb-
30BaHUs TPETbUMH JHLaMu. [Tonb30BaTeny HECYT MEPCOHANBHYIO OTBETCTBEHHOCTD
33 COXPaHHOCTb HIEHTH(HUKATOPOB.

CoTpyaHHKH Y4pexAeHHs JOJDKHBI ClIeZIoBaTh YCTaHOBJIEHHBIM NPOIEAypaM
noanepxxanus pexxuma 6e3onacHoct [1/IH npu BeIGOpEe M HCIIONB30BAHUH APOJIEH
(eciiu He UCTIONB3YIOTCS TEXHUYECKHE CPEeICTBA ayTeHTH(QUKALMH).

Cotpynuuku YdUpexIeHHs NOJDKHBI oOecriednBaTh HaIeXallylo 3aluTy 060-
PYZAOBaHHs, OCTaBJIsieMoro 6e3 mpucMoTpa, 0cOOEHHO B TeX CiIydasX, Koraa B rmomMe-
IeHHEe UMEIOT JIOCTYI IIOCTOPOHHHME JiMia. Bce monp3oBaTeny JOKHEI 3HaTh Tpebo-
BaHua mo Ge3zomacHoctd IT/IH ¥ mpouexyps! 3amUTE 000pYI0BaHUA, OCTABIEHHOIO
0e3 mprUCMOTpa, a TakXkKe CBOU 003aHHOCTH 110 00eCIeYeHHIO TaKO! 3allHTHL.

CoTpyIHHMKaM 3alpelaeTcs yCTaHaBIHBaTh IOCTOPOHHee porpaMMHoe obec-
neyeHue, MOAKII0YATh JIMYHbIe MOOWIBHEIE YCTPOMCTBA M HOCHTENIM HH(OpMAaLIHH, a
TaK )K€ 3aIMCEIBaTh Ha HUX 3allUIIaeMyt0 HHPOPMALIMIO.

CoTpyaHHKaM 3ampenaercs pasriamarh 3al{ilaeMyo MH(GOpMalHio, KOTO-
pas cTana UM M3BeCTHA IpH paboTe ¢ MHPOPMAILMOHHBIMU CHCTEMaMH Y UpeXKACHHU,
TPETHUM JIHIIAM.

ITpu pa6ore ¢ ITJa B UCI1JH coTpynHuku YupexaeHus 06s13aHbl 00eceunTh
OTCYTCTBHE BO3MOXKHOCTH IpocMoTtpa [I/IH TperbuMu nuuamMu ¢ MOHMTOpOoB APM
WJIM TEPMHHAJIOB.

INpu 3aBepennu pabotsl ¢ UCIIIH coTpyaHuku o6s3aHbl 3amuTHTe APM
WM TEPMHHAJBI C TIOMOLIBIO OJIOKUPOBKH KJIIOYOM MM 3KBHBAJIEHTHOIO CPEJCTBA
KOHTpOJIs1, HAIPUMED, JOCTYIIOM I10 NapOJIIO, €CITH He HCIOJB3YIOTCs 6oiee CHIIbHEIE
CpeACTBa 3allMTHIL.

CotpyaHukd YdUpexneHHs AODKHBI GbITh NMpoMH(OPMHpOBaHEI 00 yrposax
HapylmeHusa pexuma OeszomacHocTH [IJIH M OTBETCTBEHHOCTH 3a €ro HapylleHHe.
OHH IODKHEI OBITH O3HAKOMJIEHBI C YTBEpPXKAEHHOH (opMasbHOM Ipouleaypoi Ha-
JIOXKEeHHS NUCLUIUIMHAPHBIX B3bICKAHUH HA COTPYAHHKOB, KOTOPBIE HAPYIIMIH MPH-
HATHIE MMOJIMTHKY U npouexnyps! 6ezonacHocty [1H.
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CotpynHuku 00s3aHbl 6e3 mpoMemieHHs coobmare 060 Bcex HabIOmaeMbIX

TH MO03pHUTENBHBIX citydasx pabotel MCIT/IH, Morymux nosieds 3a co6oil yrpo3sl
HesonacHoctd [1/1H, a Taroke O BBIABICHHBIX UMH COOBITHSX, 3aTparuBaloIIUX 6e30-
nacHocTh [1JIH, pyKOBOACTBY MOApa3/ieNieH|sl U JIHILY, OTBEYAIOIEMY 332 HEME|JICH-
HOE pearupoBaHHe Ha yrpo3sl 6e3onacHoctu IT/H.

OBSI3AHHOCTH NNOJIb30OBATEJIEHA HCITH
O6s3arHOCTH nonb3oBateneit UCII/IH onucass! B CJIEYIOLMX JOKYMEHTaX:
- Uuctpyxuus agmunucrparopa UCIT/IH;
- Muactpykuusa anmuHucTpaTopa 6e3onacHoct UCTTdH;
- Uuctpykuus mons3oBarens UCIT/Ix;
- MHCTpYKIMs NO/Ib30BaTeIs IPYU BO3HMKHOBEHHH BHEIITATHBIX CHTYALIHIA.

OTBETCTBEHHOCTDB COTPYJHHUKOB UCIIJH YYPEXIAEHUS

B cootBercTBHH co cT. 24 ®enepansHoro 3akoHa Poccuiickoii ®enepanuu ot
27 wonsa 2006 r. Ne 152-®3 «O nepcoHanbHBIX JaHHBIX)» JIMLA, BAHOBHBIE B HapY-
meHud TpeboBaHul AaHHOTO PenepalbHOro 3aKOHA, HECYT I'PaKAaHCKYIO, YTOJIOB-
HYIO, aIMUHUCTPAaTUBHYIO, JUCLMIUIMHAPHYIO H HHYIO IPeIyCMOTPEHHYIO 3aKOHOAa-
TenscTBOM Poccuiickoit ®@enepaliii OTBETCTBEHHOCTb.

JeilicTBylomee 3akoHonaTenscTBO P@ mno3Bonser npeabsBiaTh TpeOOBaHHS 110
obecrieyeHuIo Ge3omacHO# paboThl ¢ 3ammmaeMoi HHGOpMalHel H IpexycMaTpH-
BaeT OTBETCTBEHHOCTD 3a HapyILICHHE YCTaHOBJICHHBIX MpaBWII IKCIuTyaTtauud OBM u
CHCTEM, HeNpaBOMEpHBIH AOCTYN K MHGOpMAIMH, €CIH 3TH HeUCTBHS NMpPUBENH K
YHHYTOXEHHIO, OJIOKMpOBaHHIO, MOAUGDHUKAIMH MH(GOPMALMK HIH HapYIIEHHIO pa-
6otel OBM unu cereii (cratbu 272,273 u 274 YK P®).

Anmunnctparop UCIT/IH u agMuHuCTpaTop 6€30MaCHOCTH HECYT OTBETCTBEH-
HOCTb 3a BCE JNEHCTBHsA, COBEPIUICHHBIE OT UMEHH MX YYeTHBIX 3alMCel WIIH CHCTeM-
HBIX YYETHBIX 3alHCcel, ecii He IoKa3aH (GakT HeCaHKIHOHUPOBAHHOI'O HCIIOIb30Ba-
HHUSl YYETHBIX 3aIllUCEeH.

IIpn HapylleHHSX COTpyAHHKaMH YupexuaeHus — mnoibs3oBareneii WMCIIIu
IpaBuJ, CBA3aHHBIX ¢ Oe3omacHOCThIO [1/]H, OHH HECYT OTBETCTBEHHOCTH, YCTAaHOB-
JIEHHYIO JIeHCTBYIOIIMM 3aKoHOaTenscTBOM Poccuiickoit Penepanuu.

IIpuBeneHHble BbIle TpeOOBaHHWA HOPMATHBHBIX JOKYMEHTOB IO 3alllUTE HH-
(opmalK JOJDKHBI OBITH OTpakeHbl B [ToI0XKEHHUIX O mojapasfieNeHusx Yupexnie-
HUs, ocymecTBistomux obpaborky I1/lH B UCIT[IH ¥ DOMKHOCTHBIX HHCTPYKLUAX
COTPYJHHUKOB YUpEKICHHUS.

Heobxoaumo BHecTH B [lonoxenus o noapasaeneHusX Y4pexaeHus, ocylle-
crBisronmx ob6paborky I1/]n B UCII[IH cBeneHus 06 OTBETCTBEHHOCTH HX PYKOBO-
JHTeNeH U COTPYJHHKOB 3a pasrjlallleHHe W HeCaHKIIMOHMPOBAaHHYIO MOJH(UKALIHIO
(uckaxenue, panscudukauuo) I1/1H, a Takke 3a HempaBOMepHOe BMEIIATeIbCTBO B
NPOLIECCHl KX aBTOMAaTH3HPOBaHHOM 00paboTKH.
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CIIMCOK HCITIOJIb30BAHHBIX HCTOYHHUKOB

OCHOBHBIMM HOPMAaTHBHO-TIPaBOBHIMH H METOAWYECKHMH JIOKYMEHTaMH, Ha
KOTOpBIX 6aszupyercs Hactosuiee [Tonoxenue, ABIAIOTCS:
- ®enepanbHblii 3akoH oT 27.07.2006 1. Ne 152-®3 «O nepcoHaNbHBIX AaHHBIXY (Aa-
nee — ®3 «O nepcoHaNTBHBIX JaHHBIX»), YCTAHABIHBAIOMINA OCHOBHBIE TPHHLMIIEI H
ycnosus 06pabotku I1/IH, mpaBa, 0653aHHOCTH M OTBETCTBEHHOCTH YYAaCTHHKOB OT-
HOILEHHH, CBA3aHHEBIX ¢ 06paboTkoii [1/IH.
- «[Tonoxenne 06 obecneueHnH G€30MaCHOCTH NEPCOHANBHBIX JAHHBIX MPH UX 006-
paboTke B MH(QOPMAIMOHHBIX CHCTeMaX MEPCOHANBHBIX NaHHBIX», YTBEPXKIECHHOE
ITocranosnenueM IIpaButenscTBa PO ot 17.11.2007 r. Ne 781.
- «ITopsinok nposeneHus Ki1accHPUKaMY HHPOPMAIMOHHBIX CHCTEM MEPCOHATBHBIX
OaHHBIX», yTBepKAeHHBIH coBMecTHHM [Ipukazom ®CTIK Poccuu Ne 55, ®Chb
Poccuu Ne 86 u Munuadopmcsszu PO Ne 20 ot 13.02.2008 r.
- «[lonoxxeHnre o Merozax U cmocobax 3amUTE HHPOpMaUWH B HH)OPMAIIHOHHBIX
CHCTEMaxX NEepCOHAIBHBIX JNaHHBIX», yTBepxAeHHOoe [Ipukazom ®CTOK Poccum Ne
58 o1 05.02.2010 1.
- «[Tonoxenue 06 ocobeHHOCTAX 00pabOTKH MEPCOHANBHBIX JaHHBIX, OCYIIECTBIIsIe-
Moii 6e3 UCIIOJIB30BAHUS CPEJICTB AaBTOMAaTH3aLUI», yTBepXKaeHHoe [locTaHOBICHHEM
[IpaBurensctBa PP ot 15.09.2008 r. Ne 687.
- «TpeboBaHMsl K MaTepHUalbHBIM HOCHTENISIM OMOMETPHYECKUX MMEePCOHATBHBIX JaH-
HBIX M TE€XHOJIOTHSIM XpaHEHHUsl TaKMX JAaHHbIX BHe WH(GOPMAIIMOHHBIX CHUCTEM Ilep-
COHAQJIBHBIX NaHHBIX», yTBepxkJeHHble Iloctanosnenuwem IIpaBurensctsa PO or
06.07.2008 r. Ne 512.
- HopmatuBHO-MeTOnMYecKHe NOKyMeHTE PenepanbHOH CIIyX OBl 0 TEXHUUYECKOMY
U JKCnepTHOMY KOHTpomro Poccuiickoit @enepauuu (aanee - ®CTIK Poccun) no
obecneuenuro 6e3onacHoctH I1/IH npu ux o6paborke B UCITIH:
- ba3oBas Mozens yrpo3 6e30macHOCTH NMepCOHANBHBIX JaHHBIX IPH UX 00paboTke B
HH)OPMALMOHHBIX CHCTEMAaX IEPCOHAIBHBIX NaHHBIX, YTB. 3aM. aupekropa ®CTIK
Poccuu 15.02.08 r. (JICII)
- Meronuka onpeeneHus aKTyalbHBIX yrpo3 6€30nmacHOCTH NEePCOHANBHBIX JaHHBIX
npH ux o6paboTke B HHPOPMALMOHHBIX CHCTEMaX NEePCOHATBHBIX JaHHBIX, YTB. 3aM.

mupexkropa @CTOK Poccuu 15.02.08 r. (ACII)
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IIpunaoxenue 1

Peanu3oBarh HACHTHQHUKALMIO H IIPOBEPKY MOUTHHHOCTH CYOBEKTOB JOCTYNA IPH™

Bxojie B onepauonHyio cucremy UCII/IH no napomo ycioBHO-NIOCTOSHHOIO NEHCT- + + +

BHS, JUTHHOM He MeHee mecTH 6yKBEeHHO-IHM(POBEIX CHMBOJIOB;

Peanu3oBaTh HASHTHOHKALHMIO TEPMHHAIIOB, TEXHHYECKHX cpecTB 00pabotku I1/1H,

y3nos UCIT/{H, kKoMIbi0TEpPOB, KaHANOB CBsi3H, BHemHHUX ycrpoiicts MUCIT/Ta mo ux - + +

JIOrHYecKHM HMEHaM (aapecaM, HOMepaMm); :

Peanu3oBaTh HIEHTHHKALMIO IIPOrPaMM, TOMOB, KaTalnoros, ¢aiinos, 3amuceii, mno- i} % 5

Jiel 3amuceii Mo UMEHaMm;

Peanu3oBate KOHTPOJb AOCTYyTIa CYOBEKTOB K 3allIHINAEMBIM PECYpPCaM B COOTBETCT- ) 4 5

BHH C MaTpHIIEH I0CTyMa,

npu Hamaaud noakmodenus UCI/IH k ceTsam o6mero mons3oBaHus HomkHO npuMe- | He miwk€ 5-ro | He nmke 4-ro | He Hike 3-ro

HATHCS MEXKCETEBOE IKpPAaHHPOBAHHE. YPOBHS 3al(ii- | YpOBHS 3amIH- | YpPOBHSA 3alll-
IEHHOCTH [IEHHOCTH HIEHHOCTH

Jlna obecnieuenns 6e3onmacHoro Mexceresoro 3aumoneiicTeus B UCIT/In nns pas- He amxe 5-ro | He mmxe 4-ro | He Huxe 3-ro

HBIX KJIACCOB HeoOXoauMo Hcmons3oBaTh M3 YPOBHS YPOBHs YPOBHS

Peanu3oBars HaeHTHOHKANHIO H ayTeHTHOHKANNIO CYyOBEKTOB JOCTYNA MIPH BXOJIE B

CpEICTBO 3alIMTHI OT MPOrpaMMHO MaTeMaTHuyeckux Bo3aeicTsuii ([IMB) u nepen
BBINOJTHEHHEM HMH JIFOOBIX ONepallyii o ynpaBleHHIO QYHKIHAMH CPe/ICTBa 3alliH-
161 0T [IMB 1o napoio (HiH ¢ HCIIONB30BaHHEM HHOTO MEXaHH3Ma ayTeHTH(pHKa-
I[MH) YCIIOBHO-TIOCTOSSHHOTO JICHCTBHS JUTMHOH HE MEHee IeCTH OyKBEHHO-

1 (POBBIX CHMBOJIOB,;

3aIHIIEHHOCTH

3AMMHINCHHOCTH

3alHIICHHOCTH
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OcymecTBIsSTh KOHTPOJIb MOOBIX AeHCTBHI CyOBEKTOB OCTYIIA 110 YIPaBJIECHHIO

¢dysxnusME cpeacTa 3amuThl 0T IIMB TONBEKO MOC/IE NTPOBENEHAS €ro YCIeIHOM * +
ayTeHTH(HKAIMH;
[TpexycmoTpeTs MexaHU3MbI OJIOKHPOBaHHS IOCTYNA K cpeAcTBaM 3amuTel oT [IMB
IIPH BBIMOJTHEHHH YCTAHABIMBAEMOr0 YHCJIa HEYJaYHBIX MTONMBITOK BBO/IA ITAPOJIS,; £ +
Heo6xo0uM0 poBOgUTH HACHTHOHKAIUIO (aiiioB, KaTAIOroB, IPOrPaMMHBIX MO-

+ +

JyJieii, BHEIIHUX YCTPOMCTB, HCIONIB3yeMBIX cpeicTB 3amuThl oT [IMB;

OcCyIecTBIATE PErHCTPALMIO BX0/1a (BbIX0/a) CyOBeKTa JOCTYNa B CHCTEMY (M3 CHC-
TeMBI), TH00 perucTpalio 3arpy3KH H HHHIHAIH3ALHH OTNEPAHOHHOH CHCTEMBI H
€€ MporpaMMHOI0 OCTaHOBa. Perncrpanus BEIX0/1a H3 CHCTEMBI HIIH OCTAHOBA HE
NpPOBOAMTCA B MOMEHTHI anmnaparypHoro orkmoderus UCI1/la. B mapamerpax peru-
CTpalMH YKa3bIBAIOTCS JaTa H BpeMs BXoja (BbIxoJa) cyObeKTa JoCTyna B CHCTEMY
(M3 CHCTEMBI) HJTH 3arpy3KH (OCTaHOBA) CHCTEMBI;

[TpoBoauTE yYeT BcexX 3alHINAacMBIX HOCHTeNeH HHpOpMaLHH ¢ IOMOIIBIO HX 000
MapKHPOBKH H C 3aHECEHHEM YYETHBIX JaHHBIX B )KypHaI (YYETHYIO KapTOUKY);

[TpoBoaMTE perucTpaniio BXoa/BeIXo/1a CyOBEKTOB I0CTYNA B CPENCTBO 3AIMUTEI OT
IIMB, perucrpanuio 3arpy3ki 4 HHHIIHAIH3AIMH 3TOr0 CPEICTBa H €€ IPOrpaMMHO-
ro octaHosa. B mapamerpax perucTpaiHi yKa3bpBaeTCs BpeMs H JiaTa BX0J1a/BbIX0/1a
cyOBekTa nocTyna B cpeacTBo 3amuTel oT [IMB i 3arpy3ku/ocTaHoBa 3T0ro cpef-
CTBa, a TaKXke HAeHTHHUKATOp CyOBeKTa JOCTYNa, HHHIIMHPOBABIIErO JaHHEIE /e -
CTBHS;

ITpoBoAUTS perucTpaiuio coObITHIi mpoBepkH H o6Hapyxenus [IMB. B mapamerpax
PErHCTpalH YKa3bIBAIOTCS BpeMs H JaTa MPoBepKH HiH oOHapyxeHnus [IMB, unen-
THdUKaTOp cyObeKTa J0CTyNa, HHHIMHPOBABIIErO JaHHbBIE ACHCTBHSA, XapaKTep BbI-
MOJIHAEMBIX JAeHCTBUI 110 NpoBepKe, THI 00Hapy)KeHHOH BPEIOHOCHOM MpOrpaMMbl

(BII), pesynbrar aeiicTBHii cpecTBa 3amuThHl no 6nokrposanuio [IMB;

IIpoBoauTE perucTpaiuio cOOBITHI MO BHEAPEHHIO B cpeACTBO 3amMThl oT [IMB na-
KeToB 0OHOBNeHHI. B mapameTpax perucTpanuy ykasslBarOTCs BpeMs M JlaTta 00HOB-
nedus, uaeHTHGHKATOp CyOBEKTa N0CTYyNa, HHALIMHPOBABIIEr0 JAHHOE JICHCTBHE
BEpCHA H KOHTPOJIbHAA CyMMa NaKkeTa OOHOBJICHHS,
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[IpoBoauTs perucTpanuio coObITHIA 3anycKka/3aBepmieHus paboTsl MOIyel cpeacTea
sauguTel oT [IMB. B napamerpax perucTpauuy yKa3sBalOTCA BpeMs H J1aTa 3amyc-
Ka/3aBepmeHHs paboTsl, HACHTHQHKATOP MOYIIA, HACHTHPHKATOpP CyOBEKTa JOCTY-
na, HHHIIHHPOBABINIETO JJAHHOE JIeHCTBHE, pe3yNIbTaT 3alycKa/3aBepimenns paboTsl;

JIOJDKHA TPOBOJIMTHCA pErHcTpanus coOBITHH yrpasiieHHs CyOBeKTOM JocTyna
¢ynknusmu cpeactea 3amuTsl oT [IMB. B napameTpax perucTpaiuy yKa3blBalOTCS
BpeMs H Jata COOBITHSA yNpaBleHus Kax o QyHKuueil, HaeHTHPHKATOP H CIIeIH-
bukamus QyHkian, uaeHTuGukarop cyObeKTa 10CcTyna, HHHIHHPOBAaBIIEro JAaHHOES
JICHCTBHE, pe3yJIbTaT JACHCTBHA,

[TpoBOAHTE perucTpamHio COOBITHIA MONMBITOK JOCTYNA IPOrPAMMHEIX CPE/ICTB K MO-
aynsaM cpeactsa 3auMTel o1 [IMB wim cnieunansHeM ToymkaM. B napamerpax pe-
FHCTpAIHH YKa3bIBAlOTCH BPEMs H JaTa MOMBITKH A0CTYNA, HACHTH)HKATOP MO,
uaeHTHHUKATOP U cnenHUKalns MOIY/s cpencTsa 3amuThl o1 [IMB (cnenmansroi
JIOBYIIIKH), pe3yJIbTAT NONBITKH AOCTYIIA;

[TpoBoauTs perucrpanuio coObITHI 0TKaTa i cpeactpa 3amuTsl oT [IMB. B napa-
METpax pPerucTpalHH YKa3bIBalOTCS BpeMs H JaTa coOBITHS O0TKaTa, crienudukanmis
neicTBHit 0TKaTa, HAeHTHDHKATOP CyOBbEeKTa A0CTYNa, HHHIIHHPOBABINErO JAHHOE
JICHCTBHE, pe3yJIbTaT ACHCTBHA,

10

O6ecneYuTs 3aIUTY JAHHBIX PErHCTPAIMH OT HX YHHYTOXEHHS HIH MOIH(QHKAIIHH
HapyIIHTENEeM;

11

Peanu3oBaTe MeXaHH3MBI COXPaHEHHS JAHHBIX PETHCTPALHH B CIIy4Yae COKpaLIeHHs
OTBEJICHHBIX MO/ HUX PECYpPCOB;

12

Peanu3oBaTh MeXaHH3MBI IPOCMOTPA H AHAIM3a NAHHBIX PETHCTPALMH H HX QHIBT-
paluH 1o 3aJaHHOMY Habopy nmapaMeTpoB;

13

[IpoBoaHTHL aBTOMATHYECKHil HeNpephIBHLIH MOHHTOPHHT COOBITHIH, KOTOPBIE MOTYT
ABJIATHCA NpHYHHOM peaym3anuu [IMB (co3nanue, peakTHpoBaHue, 3allHCh, KOMITH-
nsuus 00BEKTOB, KOTOphIe MOryT coaepxats BII).

14

Peann3oBaTh MEXaHH3M aBTOMATHYECKOI0 aHANM3a IAaHHBIX PErHCTPAIHU No mabio-
HaM THNOBEIX npossiaeHuii [IMB ¢ aBTomaTHueckuM ux GOKHpPOBaHHEM H YBEIOM-
JICHHEM aJIMHHHCTpaTopa 6€30NnacHOCTH;
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[TpoBOUTH HECKOIBKO BHIOB y4eTa (XyOMHpYIOIIHX) ¢ PErHCTpAlHeH BEIaYH
(npuema) HocuTenei HHGOpMaIHH;

16

OcCyLIecTBIIATh PErHCTPALHIO BXO/A (BBIX0/a) CyOBEKTOR JOCTYIA B CHCTEMY (U3
CHCTEMBI), IHOO pEeruCTpanus 3arpy3kd H HHHLMATH3AUH ONePallHOHHOM CHCTEMBEL.

i

OcCymecTB/IATh PErHCTPAHIO BBIAYH MEYaTHBIX (rpaduyeckux) JOKYMEHTOB Ha
«TBEPAYIO» KOMHIO. B mapameTpax perncrpanis yKa3slBatOTCA (1aTa H BpeMs BbIIa-
4 (oOpaleHus K MoJCHCTEeME BBIBOJIA), ClielH(HKAMA YyCTPOHCTBA BBIIa4YH — JIOTH-
Yyeckoe UM (HOMep) BHEIIHEro YCTPOHUCTBA, KpaTKOe Co/iepiKaHHe (HaHMEHOBaHUE,
BHJ, )P, KO) H YpoBeHs KOHGHACHIHATBHOCTH JOKYMEHTA, HICHTH(QHKATOD
cyOBeKTa IOCTYIIa, 3alIPOCHBIIEr0 JOKYMEHT;

18

OcymecTBISTh PErHCTPALIHIO 3aITycKa (3aBepIleHns) MporpaMM H MpoIeccoB (3a1a-
HHiA, 3a/1a4), IpeAHa3sHaYeHHbIX 1A 00paboTky 3amuinaeMsix ¢aiinos. B mapamer-
pax perncTpamy yKa3sIBAaIOTCS IaTa H BpeMs 3amycKa, HMs (HAeHTHQHKATOp) po-
rpamMmsl (mporecca, 3a1aHus), HAeHTH(HKATOp CyOBEeKTa JOCTYNA, 3aI[POCHBLIETO
nporpammy (Ipolecc, 3aJaHue), pe3yJbTaT 3anycKa (yCrnemHbli, HeYCICIIHbIH — He-
CaHKIITHOHHPOBAHHBI),

19

OCyImeCTBIATh PErHCTPALHIO MONBITOK JOCTYNA MPOIPAMMHBIX CPEACTB (IPOrpamMm,
NPOIIEeCCOB, 3a/1a4, 3aJJaHHii) K 3amumaeMbiM ¢daiinam. B napamerpax perucrpanuu
YKa3BIBAIOTCS 1aTa H BpeMs MOMBITKA JOCTYTA K 3amuimaeMoMy ¢aiiny ¢ ykasanieM
ee pe3yJsibTara (yclelmHas, HeyclelHas — HeCaHKIIHOHHPOBaHHasA), HACHTHQHKATOD
cyOBeKTa A0cTyna, cnennpHKanys 3anmiaemMoro gaiia;

20

OcCyImecTB/IATh PErHCTPALIMIO MOMBITOK JOCTYNA MPOrPAMMHEIX CPE/ICTB K CENYIO-
IIEM JIOTIOJTHHTENEHBIM 3alHIIaeMbIM 00BEKTaM JOCTYNA: TEPMHHANAM, KOMIIBIOTE-
pam, y3nam cetd UCI1/n, muansM (kaHanam) CBA3H, BHEINHHM YCTPOHCTBaM KOM-
NBIOTEPOB, IPOrpaMMaM, TOMaM, KataioraMm, ¢aiinaM, 3amucsM, oM 3anucei. B
napamMeTpax peruCTpallHH yKa3bIBalOTCA JaTa H BpeMs MONBITKH JOCTYNa K 3all-
maeMoMy 00BEKTY C YKazaHHEM ee pe3yibrara (yclellHas, HeyclenHas — HeCaHK-
LMOHHPOBAHHAA), HAEHTH(HKATOP CyOBEeKTa AOCTYNA, cieNHHKAIHA 3aHIIaeMOro
obBeKTa — jornyeckoe HMs (Homep);

21

ITpoBoauTE y4eT BceX 3alIMINAeMbIX HOCHTENEH HHGOpMaIHH C MOMOIIBIO HX Map-
KHPOBKH M C 3aHECEHHEM YYETHBIX JAHHBIX B XKYPHANI (Y4ETHYIO KapTO4KY);
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22

OcymecTBNsTh OYHCTKY (00HYyNIeHHe, 00e3MHunBaHie) 0CBODOXKIaeMbIX obnacTei
ONepaTHBHOMN MaMATH KOMITBIOTEPOB H BHEUTHHX HakomuTesnei. OuncTka OCyImecTs-
NseTCs OMHOKPATHOMH MPOH3BOJIBHOMN 3aIHCHIO B 0CBOOOX1aeMyr0 00/1acTh NaMTH,
paHee MCIONB30BaHHYIO U XPaHEHHS 3allHIIaeMBIX JaHHBIX (daiinos, HHpopma-

LHH);

OGecneunTh HENOCTHOCTH NPOrpaMMHEIX cpeacTs 3amuThl B cocrase C3I1/H, a Tak-
e HEH3MEHHOCTH ITPOrpaMMHOi#i cpezibl. [IpH 3TOM LENOCTHOCTE CPEICTB AU THL
NpoBepseTCs MPH 3arpy3Ke CHCTEMBI 0 HATHYIHIO HMEH (HICHTH)HKATOPOB) KOMIIO-
HeHT C3I1/IH, nenocTHOCTE MPOrpaMMHO#i cpeasl 00ecrieYHBaeTCs OTCYTCTBHEM B
HUCI1]1a cpeacte pa3paboOTKH H OTJIANKH IIPOrpaMum;

Ocymectiats ¢pusndgeckyio oxpany UCILIH (ycTpoiicT 1 HocuTenei nHpopma-
[HH), peycMaTpHBaomas KOHTpoib noctyna B nomemenus UCIIJ[H nocropoHHHX
JIHL, HAJTHYHE HAJIe)KHBIX MPENATCTBHMN U1 HECAHKIIHOHHPOBAHHOTO MTPOHHKHOBE-
aus B nomemmenns UCII/Ia u xpanwmmime HocuTenel HHbopMannm;

ITpoBomuTek nepuoandeckoe Tecrupopanue Gynknuii C3I1/IH npH H3MEHEHHH PO~
rpammHoi#i cpenbl B nepcorana UCIT/Ia ¢ moMompio TecT-nporpaMm, HMHTHPYIOLIMX
noneirkd HCJT;

JIOJDKHBI OBITH B HANIHYHH cpecTBa BoccTanoBneHus C3I1/IH, mpexycMaTpuBaromme
BeJIeHHE JBYX KOMHi MPOrpaMMHBIX CPEJICTB 3alIHThl HHYOpMaHH, HX NepHOInYIe-
cKOe 0OHOBJIEHHE H KOHTPOJIb paboTOCIOCOOHOCTH;

ITpoBOAUTH MPOBEPKY LIENOCTHOCTH MOy el cpezcTsa 3amuThl oT [IMB, Heobxo-
JUMBIX JUIS €10 KOPPEKTHOrO (PyHKIHOHHPOBaHHMS, IPH €ro 3arpy3Ke ¢ HCIOoJIb30Ba-
HHEM KOHTPOJIBHBIX CYMM;

OGecneynTh BO3MOXKHOCTH BOCCTAHOBJNICHHS cpecTBa 3amuThl oT [IMB, npexycmar-
pHBArOIIasi BECHHE JBYX KOIMHH MPOrpaMMHOr0 CPEJICTB 3alllHThl, €ro MepHoauYe-
CKoe OOHOBJIEHHE H KOHTPOJIb paboTOCIIOCOOHOCTH;

Peanu3oBaTh MEXaHH3MBI IIPOBEPKH [ENIOCTHOCTH MMaKeTOB 0OHOBIEHHUI! Cpe/icTBa
3amuTe! 0T [IMB ¢ Henons30BaHHEM KOHTPOJIBHBIX CYMM;

ITpoBomuTs pesepsHOe komupoBanue [1]/[H Ha oTYyX JaeMble HOCHTENH HHPOPMAIIHK;
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ITpoBoauTH aBTOMAaTHYECKYIO IpoBepKy Ha Hanmnyue BII wm nocnexcteuii [IMB
npu umnopre B UCII/IH Bcex mporpaMMHBIX MOJyJIell (MPHKIAIHBIX IPOrpaMM), KO-
Topble MOTyT coaepxars BII, mo ux THnoBbIM ma6noHaM H ¢ MOMOIIBIO IBPHCTHYE-
CKOI'0 aHaJlu3a;

Peanu3oBaTh MeXaHH3MBI aBTOMaTH4YeCKOro 6okupoBanus o6HapyxeHHbIX BII my-
TEM HX YJaJICHHs H3 NPOrPAMMHBIX MOIYJICH HIIH YHHYTOKCHHS,

PerynsipHo BeITOMHATE (MpH nepBoM 3amycke cpeacts 3amuTsl [IH ot [IMB 1 ¢ yc-
TaHABJIMBAEMO# MIEPHOAUYIHOCTHIO) IIPOBEPKA HA NMpeIMeT Hanu4us B HUX BII;

JomkHa nHMIMUpoBaTeCcs aBToMaTHyeckast nposepka MCIT/IH Ha npeaMeT Hamuuust
BII npwu BeisiBnenuu daxra [IMB;

Peamu3oBare MeXaHH3M OTKATa JUIf YCTaHABJIHBAEMOIr0 YHCIIA ONepaluii yaaleH s
BII 13 onepaTHBHOH WIH NOCTOAHHON MaMATH, H3 IPOrPaMMHBIX MOAYJIEH U MpH-
KJIQJIHBIX POrpaMM HJTH IIPOTPaMMHBIX CPEICTB, conepxkamux BII.

Obuapyxen

HononuaurensHo B UCIT/IH nomkeH npoBOAHTECS HeNpPepHIBHBIN aBTOMATHYESCKHH
MOHHTOPHHT HHGOPMAMOHHOr0 0OMEHa ¢ BHEIIHEH CETHIO ¢ LENbIO BhsABIeHHs BIL.

Jlns nporpaMMHOro obecnedeHus, HCIoIb3yeMoro NpH 3amuTe HHQOpPMAaIHH B
HUCI1Iu (cpeacte 3amuTe! HHGopMmanuu — C3U, B TOM 4Hclie H BCTPOSHHBIX B 001mie-
CHCTEMHOE H NpHKIaqHoe nporpaMMHoe obecnedenne — [10), nomken 6bITh 0becne-
4YeH COOTBETCTBYIOLIHIA yPOBEHb KOHTPONs oTcyTcTBHA B HeM HJ/IB (ne nexnapupo-
BaHHBIX BO3MOXKHOCTEH ).

He BTOP)KEHHH J0JDKHO 00ecneuHBaThCs MyTEM HCIIONb30BAHUS B COCTa-
Be UCI1/la mporpaMMHBIX HJIH MPOrpaMMHO-AMIapaTHBIX CPeACTB (cucTeM) oOHa-
pyxenus sropxenuii (COB).

Heobxomumo o6s3aTeNnbHOE HCMOMB30BAHHE CHCTEMBI OOHAPYXKEHHA CETEBBIX aTak,
HCIOJIB3YIOIIHE CHTHATYPHBIE METO/IbI aHATH3A

Heo6xoauMo 00s3aTeNIbHOE HCIIOIB30BAHHE CHCTEMBI OOHAPYXEHHS CETEBBIX aTakK,
HCIIOJIBb3YIOIIHE CUTHATYPHBIE METObI AaHAJIH3a H METO/IbI BBIABICHHS aHOMATHH
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Jnst oﬁpﬁonm uHopMaHH HeOOXOIHMO HCTIONB30BaTh CBT ,uonnmopmoume

TpeGoBanusM crannaproB Poccuiickoii Menepanuu no 3J1€KTPOMArHUTHOMH COBMEC-

THMOCTH, 110 6€30MaCHOCTH H 3PrOHOMHYECKHM TpeOOBaHHAM K CpeAcTBaM o0ToOpa-

XeHus HHGOPMAIIHH, IO CAHHTAPHBIM HOPMaM, IPEbABIISEMbIM K BHICOIHCILICH-

HbeM Tepmunaiam [IDBM (manpumep, TOCT 29216 91, TOCT P 50948-2001, 'OCT
P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

| Hponecm 065[33’1‘8111:-1{)(10 ceprmbnxamﬂo (arrecraumo) no rpe6onanmm 6e3omac-

HOCTH HHpOpMAaIUH;

—

R

2

JlexnapupoBaTh COOTBETCTBHE HJIH 00sA3aTeNIbHYIO cepTH(GHKAIHIO (aTTeCTallHIO) O
TpeGoBanusM Oe30nacHOCTH HHGopManuH (110 PEIEHHIO ONepaTopa);

+

ITpumeuanue: Jins UCI1/Iu 4 knacca nepedens MeponpusTHii o 3aiure [1JIH onpenensercs B 3aBUCHMOCTH OT yinepba, Ko-

TOPBIii MOXeT OBITH HAaHECEeH BCIIEICTBHE HECAHKIIMOHMPOBAHHOIO HJIH HENPEIHAMEPEHHOr0 A0CTyMa K /1.




